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(54) Interactive and infonnation data services telephone billing system 



(57) Billing for information arxl/or interactive serv- 
ices provided to a user over the Internet by an informa- 
tion service provider (ISP) is an-anged by the user by 
placing a txlling telephone call to a 900 telephone 
number associated with the ISP for such billing pur- 
poses. The cost to the user for ttie 900 number billing 
telephone call, which is determined by the ISR repre- 



sents the charge for receiving the information and/or 
interactive services from the ISP. and is billed to the 
user's telepfx}ne number account The ISP's 900 
number account is credited by the telephone company 
for the call and thus for the information and/or interac- 
tive services provided. 
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Description 
Technical Field 

This invention relates to a method of biilirig for infor- 
mation and interactive services. 

Background of the Invemion 

Currently, thousands of information and interactive 
services are available to users over data networks such 
as the Internet Large information service providers 
such as Prodigy, America Online and Compuserve pro- 
vide their own information and interactive services and 
can provide a gateway access to the Internet and the 
thousands of small service providers around the world. 
Users may also access the Internet and the thousands 
of smaller information service providers (ISPs) directly 
through smaller user-local Internet access providers. 
Generally, the large information service providers bill 
their customers on a time-usage basts after a firwicial 
payment relationship has been established. Similarty, 
the smaller user-local Internet access providers usually 
also base their service ctiaiges to their sut>scrit)ers for 
access to the Internet on a time-usage basis. The 
smaller ISPs cunentty either do not charge for access to 
their infamation and interactive services, or, if they da 
also require the user to establish some sort of financial 
relationship. A frequent user to a particular established 
ISP may not be adverse to establishing a financial rela- 
tionshtp for payment purposes. However, if a user 
accesses many drfferent ISPs, each on only a casual 
basis, he is not likely to want or be able to establish a 
plethora of relationships with so many different provid- 
ers. ISPs that do or would like to charge for access to 
their information andtor interactive services could do so 
by requiring the user to input their credit card number 
t>efore data service is prwidedL A user may not, how- 
ever, ward to provide his credit card number to an ISP 
which e basically unknown to him and with whom he will 
probably have only tfie most fleeting interaction. Fur- 
thermore, it is well putilidzed that personal credit card 
information should not be transmitted over a put)lic data 
network. wNch may be subject to unauthorized access. 

An object of the present invention is to provide a 
payment mechanism for a userto access an ISP on the 
Internet which charges for informatfon and/or sennces 
provided arxJ which does not require either the estal>- 
lishment of a finarxwl relatfonship between tfie user 
and the ISP, or the user to sufiply a credit caid number 
over the Internet. 

Summary of the Invention 

In accordance with the present invention, for billing 
purposes for receiving information and/br interactive 
services provided by an ISP on a data network such as 
tfie Internet, a telephone company supplies the ISP with 
a telephone number in which charges are set by the 



called party Such numbers are commonly known in the 
United States of America as "900 numbers." Users 
access the ISP as they usually do on a first connectfon 
over the Internet or any otfier data network, using a 

5 technology such as Web dient^server technofogy. Bill- 
ing is effected, however, on a second connection 
through either an actual or a virtual telephone call 
placed to the ISP's 900 telephone number and charged 
to the user. After receiving an authenticated actoal or 

10 virtual call, and by associating such call with the user's 
request over the Internet for infomiation and/or interac- 
tive services, the ISP pruvkJes the user with the 
requested information arxl/or service. Payment by the 
user for the provMed information and/br service is thus 

15 effected by billing the user's telephone account for the 
actual or virtual 900 numtjer call placed to the ISP. The 
ISP receives payment from the telephone company 
through the credrting of its 900 number account for the 
call. With this arrangement, the billing mechanism is 

20 removed from the mechanism of providing information 
and/or interactive services and the user can be confi- 
dent that billing will be effected through the trusted tele- 
phone company Furthermore, the user can access a 
plurality of different ISPs which have associated 900 

ss numbers for billing purposes, without needing to estab- 
lish a financial relationship with any one or provkfing a 
credit card nunt>er via the Internet. From the ISP's 
stanc4x>int. a method of receiving payment is provided 
for the information and/or interactive services supplied 

30 to a multitude of different users through the use of an 
established mechanism through the telephone conv 
pany, a tiustworlhy third party that they know wiD pay 
them. 

In one embodimerrt of the invention the user dials 

35 the ISP's 900 nurrtjer on a telephone set whose number « 

is supplied to the ISP by the user over ttie Internet. By 
comparing the Automatic NurTt>er Uentification (ANI) of 
the received 90O numt^er call with the telephone 
number supplied t>y the user on the Internet, the ISP 

40 kientifies and auttiorizes servfoe to ttie user at the 
user's associated Internet network address. The term 
"network address" as used herein means the mecha- 
nism for identifying the user of the service and could be 
the Internet protocol address or any other mechanism 

45 for identifying the user on the Internet or on any other 
network. For those situations in wfiich the ANI may not 
be available, tfie ISP stfiplies the user with an identifi- 
cation number ever the Internet which is entered by the 
user on the 900 number call to the ISP by means of a 

so touch-tone muftifrequerxry input. The ISP then identifies 
the 900 numl^er call with the particular user and auttx)r- 
. izes the provision of data sendee to that user on the 
Internel. 

In anottier emtxxliment tfie user, ratfier than 
55 directiy placing a 900 number call to the ISP, dicks on 
an icon on his terminal screen to receive a confirmation 
screen directiy supplied over the Internet tjy the tele- 
phone company. By entering ttie 900 number of ttie ISP 
and the identification number supplied the ISP, ttie 
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telephone company places the 900 call to the ISP and 
passes the identification number to the ISP for associa- 
tion with the user. In a similar embodinnertt, the network 
address of the user is passed by the telepfione conv 
pany to the ISP for association of the 900 call with the 5 
request for data service. In another ennbocfiment a vir- 
tual call rather than an actual call is placed to the ISP's 
900 number. In this embodiment the user clicks to the 
telephone company's confirmation screen and the tele- 
phone company automatically charges the user's phone w 
number for placing the 900 number call to the ISP and 
credits the ISP's 900 number account. The telephone 
company then forwards ttie network address of the con- 
firmed user to the ISP over the Internet rather than over 
the telephone networK to indicate to the ISP that data is 
service to the user at the network address has been 
approved. 

In the last three embodiments, in order to prevent 
fraud, means are incorporated to authenticate the user 
as being properly associated with the telephone number so 
tfiat he provides to the telephone company for billing 
purposes. Specifically, in tfiese embodiments, before 
they are sent to the telephone company, the user's tele- 
phone number and a password known only to the user 
and to the telephone company, are encrypted with a 2s 
pdbiic erx^ryption key that is associated with only the tel- 
ephone company. Only the telephone oompany, with its 
own private encryption key, is able to decode the tele- 
phone numt}er and password. After autfientk:ating the 
user by confirming the association between the 30 
decrypted telephone number and the password pro- 
vided by the user, the ISP begins to provide the 
rec^ested information andfor interactive sennces to the 
user. 

Brief Description of the Drawings 

FIG. 1 isaUockdia^amaf asystem in aocordarK^e 
with ttie present invention, wtuch provKles tilling 
servfoes through a telephone network for informa- 40 
tion and/or interactive servfoes provided over a data 
network, such as the Internet; 
FIG. 2 illustFates a first configuration of a telephone 
company txlling system in ¥vtuch a phone call is 
placed by the user to the ISP's 900 billing number; 45 
FIG. 3 illustrates a second configuration of a tele- 
pfv>ne company bBling system in whfoh a ptione call 
is placed to the ISP's 900 billing number in 
response to a signal on the Internet from the user to 
a server associated with the telephone company; so 
FIG. 4 illustrates a third configuration of a telef^xxie 
company billing system in which a virtual rather 
than an actual phone call is placed to the ISP's 900 
billir>g number, wheron billing the user's telephone 
bill for a call to the ISP's 900 number billing number 55 
and crediting tfie ISP's 900 number telephone 
account for this virtual caD is effected by the tele- 
phone company in response to a si^ial on the 
Internet from the user to a server on ttie Internet 



that is associated with the telephone company; 
FIG. 5 is a bfock diagram of the ISP showing the 
inter-relationship between the Internet and the tele- 
phone network required for associaling a request 
for service arxl a 900 number billing call; 
FIG. 6 is a f kMcfiart shewing the steps for connect- 
ing a user to an ISP on the Internet whPe billing for 
such connection is effected through the telephone 
network for a first embodiment of the invention in 
which the user places a call to the ISP's 900 billing 
number from an ANI kientrfi^e telephone station; 
FIG. 7 is a ffowchart for a second embodiment of 
the invention in which the user places a call to the 
ISP's 900 billing number from a telephone station 
that cannot be kierrtified by its ANI, but whfoh uses 
a sessfon identification number supplied to the user 
by the ISP on ttie Internet connection and returned 
to tfie ISP on the bniing call to property associate 
the billing can with the Internet connection; 
FIG. 8 is a ffowchart for a Ifiird eni>odiment of the 
invention in which the user directs, via the Internet, 
the telephone company to place a 900 number bill- 
ing call to the ISP for billing to his entered telephone 
nunt^er, and which uses a sessfon identiffoation 
number to property associate the billing call with the 
Internet connection; 

FIG. 9 is a ffowchart for a fourth embodiment of the 
invention in which the user directs, via ttie Internet, 
the telephone company to place a 900 number bill- 
ing call to the ISP for billing to he entered telephone 
number, arxj which uses the network address of the 
user on the Internet to properly associate the tilling 
call with the Internet connection; 
FIG. 10 is a flowchart for a fifth embodiment of the 

invention in which the user directs, via the Internet, 

the telephone company to charge his telepfione 
account for a call to an ISP's 900 number tilling 
number, witixxit an actual phone 900 number bilting 
call being placed to the ISP's 900 number; and 
FIG. 11 is a fkwchart of an embodiment of ttie 
inverrtfon in which a first part of the information 
and/or servfoes requested by the user is provided in 
a dear format and the more valuable remaining 
second part of the information is provided in an 
encrypted format wherein billing procedures 
through a 900 number billing call are effected if the 
user wishes to view the second part 

Detailed Description 

With reference to FIG. 1. a system is stx>wn which 
provides access for users on a data network to informa- 
tion and/or interactive services, and a billing mechanism 
on a telepfione network for the provision of those serv- 
ices. For purposes of illustration, it will be assumed that 
the data network is the Internet, altfiough it is to t>e 
urxlerstood tfiat ttie present invention is not limited to 
billing for information and/or interactive services pro- 
vided on only the Internet In FIG. 1 , a single ISP 101 is 
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shown connected on the Internet network 102. It should 
be appreciated, however, that thousands of ISPs are 
connected to the Internet and are available for access to 
the multitude of users arourvi the world having access 
to the Internel. Connection t)etween the ISP 101 and 
the Internet 102 is ever T1 digital transmission facilities 
103, or other high speed transmissicn lines. A user 
desiring access to the information and/or Interactive 
services available over the Internet from ISP 101 may 
be an individual who accesses the Internet through his 
terminal 104. Tenninal 104 can be connected to the 
Internet 102 over a POTS telephone connection 105 to 
the user's local exchange carrier (LEG) network 106 
through a modem (not shown). From the LEG 106 con- 
nection is made to a user-kx»l Internet access provider 
107, which provides access to the Internel over T1 dig- 
ital transmission facilities 108. 

Other users may be kx»ted wHhin a common cor- 
porate (or educatXHiaO environment such as 109 in the 
figure, using, for example, termir^ 110,111 and 112, 
which are connected to a corporate (or educatkxuU) 
data network 1 13. Gorporate (or educatk)nal) data net- 
work 1 13 can be a local area network (LAN) or wide 
area network (WAfsO. which is connected to a corporate 
web server 114. Server 114 provides its own informa- 
tion and/or interactive servk^ to users using the termi- 
nals within the corporate (or educational) environment 
109, wNle simultaneously tteing available to other users 
on the Internet. The corporate web server 114 is con- 
nected to the Internet 102 over T1 digital transmission 
fadlrties 1 15 or other digital facilities. The corporate (or 
educational) users can thus access the information 
andA>r interactive services available on corporate web 
server 114, or they can access over brtemet 102 the 
intormation and/or interactive services available through 
ISP 101 , cr any other ISP connected to the Internet 102, 
although not shown in the figure. 

As previously discussed, chargng for the informa- 
tion and/or interactive services that can be provided to a 
user from an ISP, such as ISP 101, can present a prob- 
lem if the user has not established a financial billing 
relatkxiship with the ISP. Establishing such a relation- 
ship, or alternatively arranging payment by aedrt card 
over the Internet is likely to irrpose an inrpediment to a 
user who desires to access ISP 101 on only a casual 
basis. Generally, many ISPs today do not charge for 
access to their information artd/or interactive services, 
even though a substantial benefS is provided to their 
users t)ecause of the lack of an acceptable txHing mech- 
anism. Thus, the establishment of a simple and trust- 
worthy billing mechanism can be of substantial financial 
value to an ISP who may receive hundreds, if not thou- 
sands, of requests for information and/or interactive 
servk^ each day. Furthermore, charging the user a fair 
fee for access to information and/br interactive sendees 
ttiat users consider of value will rx>t Bkely hinder ttie user 
from accessing ttie ISP. 

In accoidance with the present invention, bDling for 
the information and/or services provided to a user by an 



ISP on the Internet (or other data netwodO is effected by 
a real or virtual separate phone call placed by the user 
on the telephone network to a 900 telephone number 
sut>scrft>ed to by the ISP for tfiese tilling purposes. As 

5 used herein, "900 number", "900 telephone number", or 
"900 number servk^e' refer to any type of telephone 
sennce in which the called party sets ttie rate for calls 
placed thereto by any calBng party and then receives 
the revenues therefrom. Generally such rates can be 

10 based on a fixed cost per call, such as is used for televi- 
sion polling in which the calling party is billed a fixed 
amount for each call. Alternatively, the rate can t}e 
based on a cost per interval of time, in wfiich the calling 
party is billed in accordance with the duration of the call, 

IS such as is used to access various audio information 
servKes. When a user places a call to a 900 number, his 
telephone account is billed for the telephone call and 
the account of the 900 numt)er sut)scrft>er is credited tor 
the call, less a service charga 

20 In accordarKe with tfie tMllir^ arrangement of the 
invention descnt}ed herein, once the ISP receives the 
900 number call from a user and associates that tele- 
phone call with a waiting request for servk:e on the 
Internet, the requested information and/br service to the 

25 user's terminal can t^e provided. If the bining mectia- 
nism is arranged so ttiatthe 900 number call connection 
needs to remain intact during the user's access to the 
ISP. billing for the 900 will t>e based on the duration of 
the connection. Alternatively, to conserve use of the tel- 

30 ephone network, the 900 number can can t}e terminated 
once the association with the Internet request is made, 
and the user can be given a pH'edetermined sessk>n time 
with the ISP or a predetermined number of "pages' of 
infonnation for ttie cost of the 900 number call. The user 

35 can then t>e given the option to exterxf his session time 
or the number of "pages" of information provided by 
pladng an adcfitional real or virtual 900 number call to 
ttie ISP. 

Various arrangements can be irrplemented for 

40 estatilishing eittier a real or a virtual tMlling call from the 
user to the ISP's 900 numtjer through an interexchange 
carrier (IXG) telephone network 115 providing the 900 
number servk;e to ISP 101. The user at terminal 104 
can place a telephone call through his telephone set 

4$ 116 to the ISP's 900 number. This call is connected 
ttirough ttie user's LEG network 106 and onto the IXC 
telephone network 1 1 5 providing the 900 nurTt}er serv- 
ice. In FIG. 2, whk:h illustrates the pertinent compo- 
nents of netvK)rk 115 relevant to the invention herein 

50 required for such a call, the call from the user on 201 is 
connected to a switch 202, which connects the can to 
ttie ISP 101 ttirough ttie ISP's LEG 117 (in FIG. 1). A 
billing system 203 is associated in network 115 wHh 
switch 202 to effect tilling to each user's telepfx>ne bill 

55 for calls connected to ttie ISP s 900 billing number, and 
for crediting the ISP's account of such calls from all 
users. The call placed by the user on telephone set 116 
can be made over a telephone line 118 separate from 
line 105 over which the user's Internet connection \s 
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being made. Alternatively, a modem (not shown) capa- 
ble of simuttaneousty handling both an independent 
voice connection and a data connection can be used to 
connect the terminal 104 and telephone set 116 to the 
LEG 106. 5 

In the cofpoiate (or educationaQ environment 109, 
the u&er at terminal 110 may place the billing call using 
his associated telephone set 119. This call is passed 
through the corporate PBX 120, to the LEG network 121 
assodatedwithPBX 120, and ontothe IXC network 115 w 
to ISP 101. Altematrvely. the user at terminal 111 can 
dial the ISP's 900 number on his associated telephone 
set 121 in response to a signal on line 122 from his ter- 
minal. Alternatively, the user at terminal 1 1 2 can direct 
the PBX 120 to dial the designated ISP's 900 billing is 
number by means of a signal over Sne 123 from corpo- 
rate web server 114. 

Rather than directly placing a call to the 900 billing 
number of ISP 101, a user can instruct ttie telepfione 
network 1 15, via ttie Internet 102. to place ttie billing call so 
to ISP 101 . RG. 3 is a block diagram showing the func- 
tional configuration of network 115 that permits this 
anangemenl In order to access the telephone network 
115 over the Internet 102, a user dicks on a teleptKXie 
company Icon to retrieve a page from a web server 301 2S 
within telephone netwcxk 1 15, which is connected to the 
Internet over digital transmission facilities 124. In 
response to a user's input wer the Internet indicating 
the 900 number to which the billing call is to be made, 
web server 301 directs a controller 302 to place a call 30 
through the switch 202 (numbered the same as in FIG. 
2) to ISP 101 . In the same manner descrit>ed in connec- 
tion with FIG. 2. the billing system 203 (nurrbered the 
same as in FIG. 2) associated with switch 202 bills the 
identified user for the 900 call ^rvJ credits the ISP's 900 as 
number account. 

Rather than dialing an actual 900 number call to 
ISP 101 over the t^ephone network, a virtual call can 
be placed which effects billing to a user and crediting to 
the ISP for a call to the ISP FIG. 4 is a YAodK diagram 40 
stiotfing the functional configuration of network 1 15 ttiat 
permits this arrangement As previously descrbed, the 
user dicks on a telephone company icon to access the 
telephone n^wori( 115 over the brrtemet 102 and 
retrieve a page from web server 301 (numt)ered the 4S 
same as in FIG. 3). Rather than directing a switch to 
place an actual telephone caO to ISP 101 over the tele- 
phone network, server 301 interacts directly with the 
tMlling system 203 to charge the ktentified user's tele- 
phone account for a 900 number call to ISP 101, and to 50 
credit ISP 101 for that same call. The web server 301 
then informs ISP 101 that a billing call has been 
received from an identified user by means of a message 
over the Internet 102 via digital transmission fadltties 
124, through ttte Internet 102 and over digital transmis- ss 
sionfadlities 103. 

In the afbredescribed arrangements in which the 
telephone conpany interacts with the user wer the 
Internet for purposes of pladng either a real or virtual 



call to ISP 101. the user must provide his telephone 
number in order to effect biDing. To prevent a user from 
fraudulently entering an incon^ect telephone number, 
the user is required to transmit to the telephone com- 
pany's web server 301 tx>th a telephone number and a 
password known only to the user and the telephone 
company, whk:h are encrypted by the user's terminal 
using a public key associated with only the telephone 
company The encrypted telephone number and pass- 
word can t>e decrypted only t)y applying a private key 
known only to the telephone conpany to the encrypted 
information. Thus, the user's teleptione number and 
password are protected from unauttiorized access on 
the Internet. The use of put)lic and private keys for 
encrypting and decrypting infbnnation and for authenti- 
cating users is well krxwn in the art arxi is descrbed. for 
exanple, by W. Diff ie in "The first ten years of pttolic-key 
cryptography". Proceedings of the IEEE, 76:560-577, 
1988. The decrypted user-provided telephone number 
and password are processed by a processor 305 within 
telephone network 115 in FIGS. 3 and 4. The user is 
authenticated t}y comparing the decrypted telephone 
number and password prwided with the known pass- 
word assodated with that teleptione number ttiat is 
stored in a database 306. If the conrect password is pro- 
vided, the user is authenticated. Once the user is 
authenticated, the telephone conrpany signals the ISP 
via either the 900 number call directed thereto as in FIG. 
3. or via the Internet as in FIG. 4. In this latter situation, 
the message to the ISP from the telephone company 
informing the ISP that the user is authenticated can also 
be encrypted in order to prevent fraud. Thus, the mes- 
sage from the telephone company is encrypted with the 
telephone company's private key and is decrypted by 

the ISP using the telephone compan/s.public keyv^.. .- 

In each of the embodiments descrbed atx>ve, ISP 
101 must be capable of identifying a request for infor- 
mation arvjVor iirteractive services placed over the Inter- 
net with a subsequent real or virtual 900 number call 
placed to rL FIG. 5 is a block diagram representation of 
ISP 101 sh(Mring the relationship between the elements 
that interact with the Intemet and those that interact with 
the telephone networic ISP indudes a web server 501 
for providing infbnnation and/or interactive services on 
the Intemet and a telephone line termination unit 502, 
such as a PBX. to terminate the plurality of 900 number 
calls being placed to the ISP for billing of the plurality of 
different requests that are likely to be simultaneously 
made over the Internet. A data-voice control unit 503 
serves as the interface between the web server 501 and 
unit 502 for conparing information provided over the tel- 
eptKNie network in a format such as dual-tone multifre- 
quency tones, with data received from the Internet. 
Control unit 503 fuTKtions to infcxm web server 501 of 
the identify of a user for whom billing has been con- 
firmed. 

FIG. 6 is a ffowchart detailing the biUing mechanism 
and associated Internet connection setup for a scenario 
in which a user places a 900 number call to the ISP from 
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an identifiable telephone stabon set. At step 601 the 
user access the ISP over the Internet. The ISP then, at 
step 602, provides the user with a 900 number to call for 
billing authorization. The user then dials the ISP's 900 
number (step 603) and provides the ISP. over the Inter- 5 
net the telephone number from which the 900 number 
call is being made (step 604). The ISP collects the tele- 
phone number provided ever the Internet and the net- 
work address of the user on the Internet (step 605). The 
network address of a user on the Irrtemet is available 10 
and known to ISPs and server to which the user is con- 
nected. Simultaneously, the telephone company con- 
nects the user to the dialed ISP 900 billing nurrber, 
charges the user for the 900 call and credits the ISP's 
900 number account, arxi extracts and passes to the 15 
ISP the ANl of the user's telephone station (step 606). 
The ISP collects the user's ANl (step 607). H the tele- 
phone numt>er provided over the Internet by the user 
does not match the ANl provided to the ISP over any 
received 900 number billing call within a preselected 20 
time interval after a request for service is made (step 
608), then the user is denied access (step 609). If a 900 
number call to the ISP has a matching ANl. then the 
data-voice control unit 505 within ISP 101 rderrtifies the 
network address associated with the phone 2$ 
number/ANI of the user (step 610) and the user is con- 
firmed for service (step 611). The ISP then provides the 
first saeen of service to the user at the user's network 
address (step 612). 

FIG. 7 is a f kwchart detailing the tMlling mecfianism 30 
and associated Internet connection setup for a scenario 
in which a user places a 900 number call to the ISP from 
a telephone station set which cannot be identified by its 
ANl, as may be ttie case when the user is located 
behind a PBX or where ttre user tias directed a corpo- - 35 
rate server to place the 900 number billing call to the 
ISR As in the previous scenario, the user accesses the 
ISP over the Internet (step 701), which provides a 900 
t)illing number to call and a session iderrtity (ID) number 
(step 702). The user dials the ISP's 900 billing number 40 
(step 703) while the ISP coHects the network address of 
the user and associates it witti the session ID number 
(step 704). The telephone company connects the user 
to the ISP's 900 Pne and ctiarges the user for the 900 
nurTt>er call and credits the ISP (step 705). In oider to 45 
identify the 900 number billing call with the request for 
service on the Internet the user inputs via his touch- 
tone dial, in response to a prompt, the session ID pro- 
vided by the ISP over the Internet (step 706). The con- 
trol unit 503 of ISP then coflects the inputted session ID 50 
via the 900 number telephone call (step 707). H, within a 
predetermined time interval, a 900 number call is not 
received ttiat has a session ID number that matches the 
sesskxi ID number of a user awaiting service, access to 
the ISP for that user is denied (step 709). Othenvise, if 55 
a match is found, control unit 503 identffies the network 
address associated with the matched session ID (^ep 
710) and the user at that address is corrfinmed for serv- 
ice (step 71 1). The ISP web server 501 then provides 



the first screen of service to the user at that network 
address (step 712). 

FIGS. 8-10 are flowcharts iDustratirtg scenarios in 
which the user clicks an icon to access a screen pro- 
vided by the telephone company, wfiich then places 
either a real or virtual telephone billing call to the ISP. In 
FIG. 8, the user access the ISP over the Internet (step 
801), as in the previous scenaria The ISP provides the 
user with a session ID number and a 900 numt)er to call 
for billing (step 802). The user the clicks on an icon and 
is connected to a telephone confo-mation screen (step 
803). The telephone confirmalkxi screen requests the 
user to enter a 900 number to dial and a session ID 
number, together with the user's billing telephone 
number and associated telephone con^ieny password, 
the latter two being automatically encrypted with the tel- 
ephone company's put>lic key (step 804). Simultane- 
ously, the ISP retains the network address of the user 
requesting service and the associated session ID 
number (step 805). The user-entered information is 
transmitted to the telephone company which decodes 
the user's phone nurTt)er and password by applying its 
private key to authenticate the user (step 806), in the 
manner previously descrit>ed. If authenticated, the tele- 
phone company dials the ISP's 900 billing number and 
cfiarges the user for the call and aedtts the ISP (step 
807). At a prompt, the telephone network passes the 
session ID number to the ISP over the phone connec- 
tion (step 808). The ISP then collects the session ID of 
the authenticated user (step 809). If a 900 number till- 
ing call is not received by tfie ISP wHhin a predeter- 
mined time interval and having the session ID of a user 
requesting service (step 81 0), the user is denied access 
to service (step 811). If a match is found, the user's ses- 
sion ID number is identified with tiie network address 
(step 812) and the ISP provides the first saeen of serv- 
foe to the user at that network address (step 813). 

FIG. 9 illustrates a scenario in wtiich the network 
address of an authorized user rather ttian a session ID 
number is used to associate a request for service tiy a 
user on a ttiWng call. The user accesses the ISP over 
the Internet (step 901) as in tfie previous scenarios and 
the ISP provides a screen to the user which Indicates a 
900 number to call for billing autfiorization (step 902). 
The user then dicks on a telephone corrpany icon to 
receive a confirmation screen from ttie telephone com- 
pany (step 903). The user enters this 900 number 
together with his billing telephone numt>er and associ- 
ated telephone company password, which are 
encrypted using the telephone company's public key 
(step 904). The encrypted phone nurri^er and pass- 
word, the ISP's 900 number and the user's network 
address are then passed to the telephone company 
(step 905). The telephone company decrypts the users' 
phone number and passwoid and authenticates the 
user (step 906). If the user is authenticated, the tele- 
phone coTTftany (£als the ISP's 900 billing number and 
charges the user and credits the ISP (step 907). The 
network address of the autfienticated user is then 
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passed to the ISP on the 900 call (step 908). The ISP 
sends the first screen of service to the authenticaled 
user at ttiat network address (step 909). 

FIG. 10 Illustrates the scenario in which no actual 
900 call is placed to the ISP's 900 billing number. Steps 
1001 - 1006 are identical to steps 901-906 in FIG. 6, as 
previously descrbed. At step 1007, rather than actually 
placing a 900 nurTt)er call to the ISP, the telephone 
company directly charges the user's phone number for 
a 900 number call to the ISP and crecfits the ISP's 900 
number account. The telephone conpany then passes 
the network address of an authenticated user to the ISP 
over the Internet, rather than the telephone network 
(step 1008). This network address Is encrypted with the 
telephone company's putjfic key to prevent unauttK)r- 
ized access. The ISP collects the encrypted network 
address of the user auttienticated for servk^e from the 
Irrtemet. decrypts the address using the telepfK>ne com- 
pany's private key. and provides the first screen of serv- 
ice to the user at the network address (step 1009). 

Some users may not desire to auttx>rize payment 
prior to receiving information andfor interactive servrce, 
in particular if they doni trust that once they have pakl 
they might not receive the requested informalnn and/or 
interactive servk;e because of congestkxi on the Inter- 
net or other factors. In order to increase the user's con- 
fidence level, the infbrmatk)n and/or interactive servk;e 
can first be provided to the user and payment author- 
ized thereafter through the prevkxisly descrit>ed t>illing 
methodology of the present invention. For information 
services, in order to ensure tfiat the user pays for the 
information, the infbrmatkMi is sent to the user in two 
parts. The first part consists of informatnn in the dear, 
which in principle does not include the content of the 
informatkwi of value, txjt does provkle^ufficient informa- 
tion necessary for a user to decide whether he is desir- 
ous of receiving and paying for ttie more valuable 
second part. The second more valuable part of the infor- 
mation is sent by the ISP to the user in an encrypted for- 
mat. If the user, after viewing the first part of the 
intormatfon, decides to view the second part then he 
initiates a billing procedure in arry of the manners 
desabed above. Once tilling is effected, the ISP sig- 
nals the user's terminal to decrypt to already stored 
informatfon. Interactive servces could be provided in a 
similar manner. 

FKa. 11 is a flowchart detailing this "pay later 
embodiment of the present invention. At step 1 101, the 
user accesses the ISP over the Interna The ISP deliv- 
ers the requested information to the user in both a dear 
part and an encrypted part (step 1102). At step 1 103, 
the user initiates a billing procedure through the tele- 
pfione company by means of a 900 nunit>er call to the 
ISP if he desires to see the second part of the requested 
information. This billing procedure oouM be any of the 
methods previously descrS>ed. At step 1104, the ISP 
confirms billing and sends a signal to tfie user's terminal 
to decrypt the second part of the information, and at 
step 1105, the second part of the information stored at 



the user's temiinal is decrypted and made available to 
the user. 

Oltier methods of "see now, pay later can also be 
implemented. For example, all the requested informa- 

5 tion and/a services can be provkied to a user before a 
billing procedure is required. After all the informatnn 
and/or services are delivered to the user, the user is 
requested to institute one of the atoredescribed bitting 
procedures. If he fails, however, to arrange for billing, 

10 the ISP may refuse that user future access. 

The billing procedures of the present invention have 
t>een described herein above in connection with the bill- 
ing for informatxxi and/or interactive services of the type 
generally available to a user on the Internet or other 

IS data network. The present inverrtnn could readily be 
applied to the prevision to the user of any type of infor- 
mation and/or sennces to a user on a first connection 
over a network of any type, with billing b&ng effeded for 
that information and/or servk;es on a second connec- 

20 tion through the telephone network. Thus, the present 
invention coukl be used for software downfoading over 
the Internet or other data network to a user who would 
be t>illed for the downloaded software by catting tfie ven- 
dor's 900 billing number. The invention could also be 

25 used for teteconferem'ng servk;es, vkJeo ser\nces, TV 
services provided by cable arxl/or broadcast mediums, 
and interactive sennces such as games, bulletin boards 
and chat mediums. It is to be understood ttiat the term 
Irrformation and/br interactive servnes" is to indude all 

30 of these types of information and servx^es, and all oth- 
&fs types not specifically merrtioned. The network o^ 
which the information and/or interactive servfoes can be 
provided can be a wired or wireless data network, or a 
wired or wireless anatog network. The signals transmit- 

^-.^ted on-the wired network can be eledrk;al or optical in 
nature. 

The atx>ve-descrit>ed embodiments are illustrative 
of the princqptes of ttie present invention. Other embod- 
iments could tie devised by tfwse skilled in the art with- 
40 out departing from tfie spirit and scope of the present 
invention. 

Clainis 

45 1. A method of t>illing for ctiarges for information 
and/or interactive servk»s provided to a user by a 
provider on a first connection comprising the steps 
of: 

50 initiating a billing telephone call on a separate 

connection to a provider's telefrfione number, 
the provkier's telephone number being the type 
of telephone number in which the diarge to a 
caller for a telephone call to that telephone 

55 number is determined by a called party, ttie 

charge for tfie txlling telephone call to tfie pro- 
vider's teleptK>ne number representing the cost 
for the user to otilain the information and/or 
interactive services provkied t>y the provKler on 
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2. 



6. 



7. 



the first connection; and 

billing for the cost of the billing telephone call. 

TTie method of daim 1 wherein the step of Initiating 
a billing telephone call comprises the step of the 
user signaling a telephone company to place a bill- 
ing telephone call to the provider's telephone 
number and to bill for the cost of the billing tele- 
phone call. 

The method of daim 1 wherein the step of initiating 
a billing telephone call comprises the step of the 
user signaling a telephone company to biD for the 
cost of a billing telephone call to the prQvidef*s tele- 
phone number without pladng an actual telephwie 
caD to the provider's telephone number. 



TTie method of daim 1 further comprising the step 
of determining that a telephone call received by the 
provider is the bi]lir>g telephone call placed by the 20 
user to the provider's telephone numt)er. 

The method of daim 4 wf^ein the step of deter- 
mining tfiat a received 



and/or interactive services provided to a user by a 
provider on a first connection, tfie system compris- 
ing: 

s means for initiating a billing telephone call on a 

separate connection to a provider's telephone 
number, ttie provider's telephone numt>er being 
the type of telephone mjrTt>er in which the 
charge to a caller for a telephone call to that tel- 

10 ephone number is determined by a called 

party, the charge for the billing telephone caO to 
the provider's telephone number representing 
the cost for the user to obtain the information 
and/or interactive services provided by the pro- 

15 vider on the first connection; and 

means for billing for the cost of the txlling tele- 
phone call. 



suqiplying the provider on the first connection 
with a telephone number telephone call is the 
tilling tele(^K>ne can comprises the steps of: 
from which the user places the billing tele- 
phone call; 

determining the aubxnatic number identifica- 
tion (AN I) of the received telephone call; and 
determining that the received telephone call is 
the billing telephone call placed by the user if 

the ANI of the received telephone can matches 

the telephone numt>er supplied to the provider 
by the user on the first connection. 

The metfiod of daim 4 wf^ein ttte step of deter- 
mining that a received telephone call is the billing 
telephone call comprises the steps of: 

providing an identification number to the user 
on tfie first connection; 

supplying the identification number provided to 
the user to the provider on the billing telephone 
call; and 

determining that the received telephone call is 
the billing telephone call placed by the user if 
an identification number supplied to the pro- 
vider on ttie received telephone call ntatches 
the identification number provided to the user 
on the first connection. 

The method of daim 2 further comprising the step 
of providing the telephone company with a pfione 
number to wtiich to t)ill the billing telephone call. 
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8. A system for billing for charges for infonmation 



9. The system of daim 8 wherein said means for initi- 
ating a billing telephone call signals a telephone 
company to place a billing telephone call to the pro- 
vider's telephone number and to bill for ttie cost of 
the trilling telephone call. 

1 0. The system of daim 8 wher^n said means for initi- 
ating a tKlling telephone call signals a telephone 
corrpany to bin for the cost of a bining telephone 
call to tiie provider's telephone number without 
pladng an actual telephone call to the provider's 
telephone number. 

11. Thesystemof daim 8 further comprising means for 
determining that a telephone call received by the 
provider is the billing telephone caO placed by the 
user to the provider's telephone nurrijer. 

12. The system of daim 11 wfierein said means for 
determining ttiat a received telephone call is the 
billing telephone call comprises: 

means for supplying the provider on the first 
connection witti a telephone number from 
which the user places the billing telephone call ; 
means for determining the automatic number 
identification (ANI) of the received telephone 
call; and 

means for determining ttiat the received tele- 
phone call is the billing telephone call if the ANI 
of the received telephone call matches the tel- 
epfrane numlser supplied to the provider tiy the 
user on ttie first connection. 

13. The system of daim 11 wherein said means for 
determining that a received telephone call is the 
billing telephone call comprises: 

means for providing an identification nunte to 

the user on the first connection; 

means for supplying the identification number 
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provided to the user to the provider on the bill- 
ir)g telephone call: and 

means for determining that the received tele- 
phone call Is the billing telephone call if an 
identification nstrbet supplied to the provider s 
on the received telephone call matches the 
iderrtificatjon number provided to the user on 
the first connection. 

14. A billing method conprising the steps Gt 10 

a first party billing a second party for a tele- 
phone call from the second party an amount 
related to a service provided by a third party to 
said second party; and is 
said frrst party paying said third party an 
amount to said service. 

15. A billing method comprising the steps of: 

20 

a telephone company billing a user for a tele- 
phone call from the user an amount related to a 
service provided by a provider to said user ; and 
said telephone company paying said provider 
an amount related to said service. 26 

16. The billing method of claim 15 wherein said tele- 
phone can is a can to a telephone number in which 
the cost to call that telephone number is deter- 
mined by the caned party 30 

17. The billing method of daim 16 wherein the service 
provided by the provider is tfie provision of informa- 
tion and/or interactive services on the Internet. 

- - — ■ - -r....- ■ 35-- 

18. A method for providing information and/or interac- 
tive services on the Intern^ comprising the steps 
of: 

a prcwider receiving a request for said informa- 40 
tion arxl/or interactive services from a user; 
the provider receiving payment for said infor- 
mation arxl/or interactive services from a tele- 
phone company following the user calling a 
telephone number wtiere a cost is associated 45 
with such calling of the telephone number, and 
that cost is related to the cost to the user for 
receiving said information and/br interactive 
services: and 

the provider providing the intormation and/or so 
interactive services to the user. 
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